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INNOVATION AT MASS

Design thinking helps MASS steer the innovation
journey and enables creative engagement and effective
convergence and focus. It helps identify opportunities
otherwise unnoticed and makes visible the market

trends and dynamics influencing our world.

When facing uncertainty or opportunity, MASS draws on the principles
of structured, creative thinking to guide our journey and design thinking
offers just that — a framework for understanding complexity and
pursuing innovation®.

Using a mix of analysis, systemic thinking and empathy, we have solved
customer problems through innovation which has led us to identify
genuine market opportunities®®.

IEEE pedfordshire Crime Statistics, Supplemented with Weather Data




® THE DOUBLE DIAMOND IN
DEFENCE: A CASE STUDY
AT MASS

One of our favourite methods of design thinking at MASS is the double
diamond®.

We have utilized this across numerous projects and this is our go to
method for identifying problems and opportunities and developing and
creating human-centred solutions.

Automotive cyber security market project

The Innovation team in conjunction with the Cyber, Engineering and IT
teams are currently embarking on an on-going project to explore the
automotive security market.

The team is following a double diamond design thinking methodology as
a framework for creative engagement and exploration.

Remote Link Airbag OBD USB Bluetooth Smartphone
Type App ECU

DSRC-Based
| | Receiver (V2X)

Vehicle Access
System ECU

Steering and
Braking ECU

Engine and
Transmission
ECU

Lighting System
ECU (Interior and
Exterior)

Passive Remote TPMS
Keyless Key
Entry

Source 12: Fifteen of the most hackable and exposed attack surfaces on a next-generation car



DOUBLE DIAMOND PHASES
EXPLAINED: THE FIRST
DIAMOND PHASES

Phase 1: Discovery

The first phase of the project involved a market assessment and
in-depth research on the automotive security market.

This involved the Senior Researcher at MASS, in combination with the
team, embarking on the following discovery journey:

Market research: e.g. market spend and growth, SWOT, PESTEL

Technical research: security issues in this sector e.g. services and
offerings and risks and threats.

Customer understanding: human-entered exploration of the
customers need and requirements.

Phase 2: Define

A workshop was set-up to gain insight into the market and the problems

identified through discovery research. This workshop helped with
ideation and synthesis to create product offerings and ideas and early
insight into what services could be offered based on the discovery
research. The workshop involved:

Gathering of feedback: an analysis and interpretation of the

discovery research to identify where more work and insight is needed

prior to a workshop.

Coordinated SWOT analysis to explore each solution and security
issues against our current offerings and against MASS as a whole

identifying our strengths and weaknesses, threats and opportunities.

Problem statement: identifying the areas of exploration to test and
potential challenges which would be solved by MASS.



DOUBLE DIAMOND PHASES
EXPLAINED: THE SECOND
DIAMOND PHASES

Phase 3: Develop

The PV at MASS involved purchasing a vehicle and gathering experience
with the automotive security space which has been documented.
This has identified potential learning solutions through iteration.

A workshop is imminent to map out scenarios and sketch ideas to
develop and ideate concepts based on identified potentials.

Phase 4: Deliver

The final phase of this project will involve testing the solution through
usability testing, A/B testing and user observations and interviews.
Market acceptance and an evaluation of the offering will be explored
and learning analytics to explore implementation.

lterations of this project may be necessary which means that the
process of discovery, define, deliver and develop may be performed
again for innovative success.




SUMMARY: DESIGN THINKING
FOR EVOKING CREATIVITY

Using design in early-stage innovation generates a range of good ideas
which can be more confidently developed towards commercialisation?
The perception of the defence industry does not typically encompass
words such as creativity or human-centred and as such creativity and
defence are mutually exclusive terms.

Whilst it is not novel to combine the two it is much less common in the
world of STEM (science, technology, engineering and maths) but MASS’
adoption of the design thinking double-diamond methodology is helping
us to explore the different ways in which design can inform early-stage
product creation.

We acknowledge that adopting design in defence evokes creation and
creativity, forward thinking and innovation and we will continue to adopt
these ground-breaking methods.




REFERENCES

1. Innovate UK. Design in Innovation,; 2019.

2. 5 Reasons Design Thinking Is Good For The Defense Domain.
Accessed April 9,2021. https://www.bmnt.com/post/5-reasons-
design-thinking-is-good-for-the-defense-domain

3. Naiman L. Design Thinking as a Strategy for Innovation. The
European Business Review. Published 2019. Accessed April 9, 2021.
https://www. creativityatwork.com/design-thinking-strategy-for-
innovation/

4. Jackson AP. Design Thinking: Applications for the Australian
Defence Force. Vol Joint stud.; 2019. Accessed April 9, 2021. https://
www.defence.gov.au/ADC/Publications/documents/joint_studies/
JSPS_3_Design_Thinking.pdf

5. CORDIS. Design Thinking in Defence Organisations: The Promises
and Dangers of Intellectual Emancipation in the Management of
Violence. Published online 2019. Accessed April 9, 2021. https://cordis.
europa.eu/project/id/800560

6. Hamilton M. What can brain science teach us about complexity and
self-organizing in whole systems? Creativity at Work. Published
2007. Accessed April 15, 2021. https://www.creativityatwork.
com/2007/03/10/marchO7-meshwork/


https://www.bmnt.com/post/5-reasons-design-thinking-is-good-for-the-defense-domain
https://www.bmnt.com/post/5-reasons-design-thinking-is-good-for-the-defense-domain
https://www. creativityatwork.com/design-thinking-strategy-for-innovation/
https://www. creativityatwork.com/design-thinking-strategy-for-innovation/
https://www.defence.gov.au/ADC/Publications/documents/joint_studies/JSPS_3_Design_Thinking.pdf
https://www.defence.gov.au/ADC/Publications/documents/joint_studies/JSPS_3_Design_Thinking.pdf
https://www.defence.gov.au/ADC/Publications/documents/joint_studies/JSPS_3_Design_Thinking.pdf
https://cordis.europa.eu/project/id/800560
https://cordis.europa.eu/project/id/800560
https://www.creativityatwork.com/2007/03/10/march07-meshwork/
https://www.creativityatwork.com/2007/03/10/march07-meshwork/

AUTHOR(S): VERSION HISTORY:
Dr Amie Weedon, Senior Researcher Version 1: June 2021

Version 2: August 2025 (brand only)

CYBER _'3‘\ N it
THE CYBER SCHEME % nal Cyber CYBER
/ B Security Centre ADVISOR
CERTIFIED e = —_——

Cyber Advisor (Cyber Essentials)

bsi CYBER
|50 9001 1SO/IEC ISO/IEC A
200001 27001 g
M "awm nt WSewxe I fmm tion Security
CERTIFIED CEN“FIED CER'“FIED
CERTIFIED

OFFICIAL CYBER SCHEME SPONSOR

Head office: Lincoln office: M AS S /A\ﬂ

Enterprise House | Great North Road New Horizons | Teal Park Road

Little Paxton | St Neots Teal Park | Lincoln /A COHORT PLC company
Cambridgeshire Lincolnshire

PE19 6BN LN6 3AD

t: +44 (0)1480 222600 t: +44 (0)1522 502050

e:contact@mass.co.uk

mqss-c°ou k Copyright © 2021. Mass Consultants Ltd. All Rights Reserved.



